
Curriculum: 

 

Restricted​ ​Access  

● Restricted​ ​Access:​ ​​ ​Introduction 

● Setup:​ ​CloudTrail,​ ​Lambda 

● Event​ ​Trigger​ ​Setup:​ ​CloudWatch​ ​Events 

● Event​ ​/​ ​Response​ ​in​ ​Action:​ ​Testing 

● Review​ ​the​ ​Setup:​ ​Lambda​ ​and​ ​CloudFormation 

  

Bad​ ​IPs  

● Bad​ ​IPs:​ ​​ ​Introduction 

● Web​ ​Application​ ​Firewall​ ​(WAF) 

● Setup​ ​-​ ​WAF​ ​Configuration 

● Event​ ​/​ ​Response​ ​in​ ​Action​ ​-​ ​Testing 

 

  

Compromised​ ​Servers  

● Compromised​ ​Servers​ ​-​ ​​ ​Introduction 

● Setup​ ​-​ ​VPC​ ​Flow​ ​Logs 

● Setup​ ​-​ ​Lambda,​ ​CloudWatch​ ​Logs​ ​Stream 

● Lambda​ ​Code​ ​Review 

● Event​ ​/​ ​Response​ ​in​ ​Action​ ​-​ ​Testing 

  

Bad​ ​Config  

● Bad​ ​Config​ ​-​ ​​ ​Introduction 

● Setup​ ​-​ ​AWS​ ​Config​ ​setup 

● Setup​ ​-​ ​AWS​ ​Config​ ​Rules​ ​setup 

● What’s​ ​the​ ​Problem? 

● Setup​ ​and​ ​Test​ ​-​ ​Custom​ ​Config​ ​Rule,​ ​Lambda​ ​Function 

 

 


